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[bookmark: _eqyqldcavh0d]1. Purpose:
To ensure a standardized process for evaluating, authorizing, and implementing changes to IT systems, thereby minimizing potential adverse impacts to the stability, security, and performance of the systems managed by the MSP.

[bookmark: _b3ui82b7mwm]2. Scope:
This SOP applies to all IT infrastructure, applications, and services managed by the MSP.

[bookmark: _e2miu0viugen]3. Responsibilities:
· Change Manager: Oversee the change management process, ensure compliance, and report to senior management.
· Change Advisory Board (CAB): Evaluate proposed changes, assess risks, and provide recommendations.
· Change Implementer: Execute the approved changes according to the plan.
[bookmark: _fm60osywb09v]4. Procedure:
[bookmark: _zmd8y1pb3y4]4.1 Change Request Initiation:
· Any stakeholder can initiate a change request.
· Complete the Change Request Form detailing the nature of the change, rationale, and potential impacts.
· Submit the form to the Change Manager for review.
[bookmark: _9e4asdyiik67]4.2 Change Evaluation:
· The Change Manager reviews the request for completeness.
· Initial risk assessment is conducted to classify the change (e.g., minor, major, critical).
· Change is logged into the Change Management System (CMS).
[bookmark: _ymtg1nexrlnu]4.3 CAB Review:
· Change requests classified as major or critical are sent to the CAB for review.
· CAB reviews potential impacts, risks, and benefits.
· CAB may request additional information or risk assessments.
[bookmark: _28zh9sls6ieg]4.4 Change Authorization:
· Minor changes may be approved by the Change Manager.
· Major and critical changes require CAB approval.
· Emergency changes may bypass CAB but must be retrospectively reviewed.
[bookmark: _bsa5n9ymv02n]4.5 Change Planning:
· Change Implementer develops a detailed change plan.
· Plan includes steps, resources, timelines, rollback strategies, and testing criteria.
· CAB reviews and approves the plan for major and critical changes.
[bookmark: _lxo093nboix8]4.6 Change Implementation:
· Change is scheduled in alignment with the business calendar.
· Stakeholders are informed of potential downtimes or service disruptions.
· Change Implementer executes the plan, with oversight by the Change Manager.
[bookmark: _kv6dzss3r35u]4.7 Post-change Review:
· Upon completion, the change is tested to ensure desired results.
· Any issues or deviations are documented and addressed.
· Stakeholders confirm the successful implementation.
[bookmark: _sydmzhrq4wg0]4.8 Documentation and Closure:
· All changes, along with their outcomes, are documented in the CMS.
· Lessons learned are captured for continuous improvement.
· Change Request is officially closed.
[bookmark: _lpqgruph7pch]5. Emergency Changes:
· When immediate action is required, emergency changes can bypass regular procedures.
· These changes are documented and retrospectively reviewed by the CAB.
· Reasons for the emergency and potential improvements are documented.
[bookmark: _hogefxpz3cbe]6. Documentation:
· All change requests, evaluations, authorizations, plans, and reviews are archived in the CMS for audit and review purposes.
[bookmark: _ieaqbokoi7xl]7. Continuous Improvement:
· Periodic reviews of the change management process will be conducted to identify areas of improvement.
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