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[bookmark: _q1dkaymuqmfg]1. Scope:
This SOP covers all incidents related to IT systems, networks, and services provided by the MSP.

[bookmark: _ftkafes4t6pz]2. Definitions:
· Incident: An unplanned disruption or degradation of service.
· Critical Incident: An incident with a significant business impact, requiring immediate attention.
· MSP: Managed Service Provider.
[bookmark: _sqefvlfdk62g]3. Roles and Responsibilities:
· Incident Handler: Person responsible for managing the incident from detection to resolution.
· Support Team: Technical team responsible for addressing and resolving the incident.
· Communication Team: Team responsible for notifying affected stakeholders and providing updates.
[bookmark: _xbahdsviphyq]4. Incident Handling Procedure:
[bookmark: _3jsqx840tgs3]Step 1: Incident Detection
[bookmark: _u7crp75nk7dv]a. Automated systems or individuals detect and report potential incidents.
b. All incidents are logged into the Incident Management System with a timestamp, initial assessment, and assigned priority.
[bookmark: _pn9rkpncv0ss]Step 2: Initial Assessment
[bookmark: _mmz8d6eewyvf]a. The Incident Handler reviews and classifies the incident (e.g., minor, major, critical).
[bookmark: _l72wjhshmfxb]b. Details such as affected systems, services, and potential business impact are documented.
[bookmark: _wggqwk9eqmfg]Step 3: Notification
[bookmark: _804jlimldihr]a. For critical incidents, notify the MSP management and the affected client immediately.
b. The Communication Team sends out notifications to stakeholders with a brief description of the incident and expected resolution time.

[bookmark: _obbmhl3ue9qi]Step 4: Containment

a. The Support Team works to contain the incident and prevent further damage or spread.
b. Temporary fixes or workarounds may be applied.

[bookmark: _13zl3e9o5vhz]Step 5: Investigation & Resolution
a. The Support Team investigates the root cause.
b. Permanent solutions are applied to resolve the incident.
c. All actions taken are documented in detail.

[bookmark: _sudjuu24z171]Step 6: Communication and Update
a. The Communication Team provides regular updates to stakeholders on the progress of resolution.
b. Once resolved, a final notification is sent with details of the incident, duration, and measures taken.

[bookmark: _h9da7nlfrcd8]Step 7: Review and Lessons Learned
a. A post-incident review meeting is held with all involved parties.
b. Recommendations for preventing similar incidents in the future are documented.
c. Necessary changes to systems, processes, or training are identified and implemented.

[bookmark: _w1p62iku7fol]5. Documentation and Record-Keeping:

All incidents, actions taken, communications, and reviews are documented and stored in the Incident Management System for future reference and audit purposes.

[bookmark: _ze7jgi6doqiq]6. Continuous Improvement:

Feedback from incident handling is used to improve the MSP's processes, systems, and training. Regular reviews of this SOP are conducted to ensure its effectiveness and relevance.

[bookmark: _jrfbjxoehlx9]7. Revision History:
· Version 1.0 – [Date]
· Version 1.1 – [Date] – [Changes Made]
[bookmark: _ci8kanu0b8l7]8. Approval:
This SOP has been reviewed and approved by [Name], [Title], on [Date].



https://qlabs.dev

image1.png




image2.png




