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[bookmark: _nwfoncw1n3ki]1. Purpose:

To provide clear and concise instructions for offboarding users at client sites, ensuring data security, compliance, and maintenance of organizational integrity.

[bookmark: _kljuj0ksrary]2. Scope:

This SOP applies to all users who are offboarded from client organizations supported by the MSP.

[bookmark: _ey7drf5d10qd]3. Responsibilities:

· MSP Offboarding Team: Responsible for executing offboarding tasks as per SOP.
· Client HR/Management: Notify the MSP about the upcoming offboarding and provide all relevant details.
· MSP Account Manager: Ensure communication between client and MSP and oversee the offboarding process.
[bookmark: _jpfidd8qz3pc]4. Procedure:

· Initiation:
a. Receive formal notification from client HR/Management about the user's departure.
b. Confirm the user's last working day and any special instructions (e.g., data retention).
· Account & Access Removal:
a. Disable user’s Active Directory (AD) account to prevent new logins.
b. Remove user from all group memberships and distribution lists.
c. Disable email account or set up forwarding, based on client request.
d. Revoke VPN and remote access permissions.
e. Retrieve and disable any security tokens or keycards.
· Data Management:
a. Backup user's local workstation data to a secure MSP network drive or cloud location.
b. Archive user's email and shared drive contents.
c. Confirm with client HR/Management about any data migration to a supervisor or replacement.
d. Cleanse the user's workstation ensuring no critical data is left on the machine.
· Hardware Retrieval:
a. Coordinate with client to collect company-issued hardware (laptops, phones, peripherals).
b. Update inventory records for returned hardware.
c. Perform a secure wipe of the hard drive and reset to factory settings.
· Software & Licensing:
a. Deactivate any software licenses associated with the user.
b. Remove user from cloud-based applications (like CRM, ERP, etc.).
c. Update software inventory to reflect changes.
· Communication:
a. Send a notification to relevant departments/teams informing them of user offboarding.
b. Confirm with client HR/Management that the offboarding process has been completed.
· Documentation:
a. Update the Offboarding Checklist to ensure all steps are completed.
b. Document any issues or challenges faced during the process for future improvements.
c. Store all offboarding records in a secure and compliant manner.
[bookmark: _a1e9vgocylwy]5. Review & Updates:

This SOP should be reviewed annually or whenever significant changes to the offboarding process are made.
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[bookmark: _44ym036fuil9]6. Related Documents:
· User Onboarding SOP
· Data Retention Policy
· Hardware and Software Inventory Sheets
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