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[bookmark: _h8ljy0htcpsc]1. Purpose:
To ensure a structured and secure process for offboarding technicians, safeguarding organizational and client data and maintaining service continuity.

[bookmark: _5ufndl7yzi91]2. Scope:
This procedure applies to all technicians and IT personnel exiting the MSP, regardless of the reason for departure.

[bookmark: _fh7trseywmgd]3. Responsibilities:
· HR Department: Initiation of the offboarding process, final settlement, and documentation.
· IT Department: Revocation of access rights, data backup, and equipment retrieval.
· Line Manager: Ensure smooth handover of ongoing projects and tasks.
[bookmark: _6quns0za817o]4. Procedure:
[bookmark: _l3w2wdazuj0q]4.1 Initial Notification:
· HR to be informed in writing by the departing technician or their manager.
· HR to notify IT and the technician's line manager within 24 hours.
[bookmark: _ebzze7i0v3q]4.2 Handover Process:
· Line Manager schedules a handover meeting with the technician.
· All ongoing tasks, project statuses, and important files to be discussed.
· Identify team members to take over ongoing tasks.
· Document handover details and submit to HR.
[bookmark: _6chzwc7kypra]4.3 IT Revocation & Data Backup:
· IT to suspend email access immediately upon receiving the offboarding notification.
· Revoke access to all internal systems, applications, databases, and cloud services.
· Backup technician's work-related data to the central server.
· Delete all non-essential files from their workstation.
· Change passwords for shared accounts or tools that the technician had access to.
[bookmark: _eq2dkm3dtpfe]4.4 Equipment & Asset Retrieval:
· Technician to return all company-owned devices (laptops, phones, tablets, etc.).
· IT to conduct a hardware check and update the asset inventory.
· Return security badges, keys, and any other company property.
[bookmark: _7hcbdk2fzt7k]4.5 Final Settlement & Exit Interview:
· HR schedules an exit interview with the departing technician.
· Gather feedback about their experience, reasons for leaving, and suggestions.
· Ensure all dues (final paycheck, benefits, etc.) are cleared before their last working day.
· Provide the technician with documentation (e.g., service letter, experience certificate).
[bookmark: _jsn3pyhn871h]4.6 Post-Offboarding:
· HR to update employee records, indicating the technician's departure date and reason.
· Inform relevant team members and departments about the technician's departure.
· Line Manager to ensure that clients, if necessary, are informed and reassured about the continuation of services.
· Conduct a review meeting with the IT and Line Manager to identify any areas of improvement for the offboarding process.
[bookmark: _5fq8mm8jl0bv]5. Revision & Updates:
This SOP should be reviewed annually or whenever there's a significant change in the offboarding process.
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Signature: _________________________
Position: Operations Manager
Date: October 28, 2023
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