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[bookmark: _m1mewfyivwmz]1. Purpose

This Standard Operating Procedure (SOP) outlines the steps and protocols to be followed during unplanned outages by the Managed Service Provider (MSP) team to ensure swift service restoration and clear communication to stakeholders.

[bookmark: _91drzrg6u24j]2. Scope
This SOP covers all activities from the moment an unplanned outage is detected to the resolution and post-outage analysis.

[bookmark: _hbes5tcmtrqc]3. Responsibilities
· Incident Manager (IM): Oversee the response, communication, and resolution of the outage.
· Technical Team: Resolve the technical issues causing the outage.
· Communication Team: Update clients, stakeholders, and internal teams about the outage and status.
[bookmark: _xpzfkxxoaw7e]4. Procedure
[bookmark: _8f7th4d1mw8u]4.1. Detection and Initial Response
· Monitor system alerts and customer reports to detect unplanned outages.
·  Confirm the outage and its severity.
· Initiate the Outage Response Protocol.
[bookmark: _412k7vq4b49o]4.2. Communication
· Inform the Incident Manager immediately.
· Update the outage status on all communication channels (website, social media, emails).
· Prepare a preliminary report for stakeholders detailing the nature, time of detection, and estimated duration of the outage.
[bookmark: _yt96zrjjlpdg]4.3. Technical Resolution
· The Technical Team should convene and diagnose the cause.
· Implement the solution to resolve the outage. If necessary, activate failover systems.
· Continuously monitor systems to confirm the resolution of the issue.
[bookmark: _765v82dofyie]4.4. Post-Outage Communication
· Inform all stakeholders that the outage has been resolved.
· Provide a summary report detailing the cause, actions taken, and preventive measures to be implemented.
[bookmark: _hyz2h4rsoqlv]4.5. Analysis and Continuous Improvement
· Conduct a post-mortem meeting within 48 hours of outage resolution.
· Document lessons learned and implement preventive actions.
· Review and update this SOP if necessary.
[bookmark: _pkw29yf8gi10]5. Documentation
· Maintain a log of all unplanned outages, including date, time, duration, cause, and resolution.
· Store all post-mortem reports in a centralized and easily accessible location.
[bookmark: _g4df7xj51ipz]6. Review & Updates
This SOP should be reviewed annually or after a significant unplanned outage to ensure its effectiveness.
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